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Abstract: In cloud environments, addressing the optimization problem between security and computational and
communication overhead in multi-party private set intersection protocols. This paper proposes a multi-party Private Set
Intersection protocol utilizing cloud server-assisted computation, enhancing the protocols scalability and efficiency while

safeguarding data privacy and security. This protocol is designed under the semi-honest security model, Participants process the
elements of the set using keyed pseudorandom functions and hash functions, and introduce a pseudorandom generator to
randomize participant information. This is combined with an oblivious key-value pair storage structure to complete data encoding,
enabling cloud servers to determine intersections solely based on the encoded results, without access to any raw set information
from participating parties. Theoretical analysis demonstrates that the proposed protocol correctly implements the computation
of the intersection of multiple sets and satisfies privacy protection requirements under the specified security model.
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1. Introduction

The continuous advancement of digitalisation has driven
the growth of data scale and the expansion of application
scenarios, making the need for collaborative data utilisation
across entities increasingly prominent. The effective
extraction of data value typically relies on data sharing and
collaborative analysis, a process frequently constrained by
factors such as data privacy, regulatory compliance, and a lack
of trust. Against this backdrop, Secure Multi-Party
Computation (MPC) has emerged. It enables participants to
jointly complete agreed computational tasks without
disclosing their respective raw data, thereby providing a
viable technical pathway to resolve the conflict between
collaborative computation and privacy leakage. This achieves
the core objective of ‘data usability without visibility’.

Private Set Intersection (PSI)[1], as one of the principal
research areas within secure multi-party computation, permits

two or more untrusted parties P ={F,,F,,..., P} to introduce

their private sets as input and compute their intersection,
without enabling the inference of any other information.
Owing to PSIs broad applicability across diverse fields, it has
attracted considerable attention from numerous researchers,
such as, In medical research, healthcare institutions may share
electronic health records of patients common to their existing
patient populations without sharing data pertaining to other
users not included within this shared cohort[2]; among
commercial institutions, identifying common users based on
each organization’s customer lists without disclosing user
data, in order to provide targeted financial services[3]. In
these scenarios, privacy computing offers a viable technical
pathway for both parties. Consequently, PSI has become an
indispensable core technology component within the privacy
computing framework. Kavousi et al[4] proposed a privacy-
preserving set intersection protocol for multi-party
environments using inadvertent pseudorandom functions. By
employing chained communication between clients, they

achieved a load-balanced MP-PSI protocol. However, as the
number of participants increases and the scale of data expands,
traditional multi-party computation faces challenges in
balancing security against computational and communication
overhead. In recent years, driven by advances in cloud-
assisted computing technology, the incorporation of cloud
servers with substantial computational and storage
capabilities into protocols has emerged as a key research
direction for enhancing protocol scalability and practicality.
Abadi et al.[5] proposed a method combining additive
homomorphic encryption with set-point-value polynomial
representations for cloud-assisted delegated PSI computation
scenarios, achieving secure computation under a semi-honest
adversary model. Fan et al.[6] designed secure computation
protocols based on fully homomorphic encryption and
constructed a PSI protocol supporting multiple users via a
single cloud server under a semi-honest model. Jolfaei et al.[7]
designed an outsourced private set intersection cardinality
protocol for multi-party environments. This protocol utilizes
the ElGamal cryptosystem to enable two or more participants
to outsource their private input sets to the cloud. The protocol
is secure under the semi-honest model, with the sizes of the
parties sets being mutually independent. The computational
and communication complexity for each party is independent
of the other participants. Although multi-party PSI protocols
in cloud-assisted environments can leverage technologies
such as public-key cryptography to ensure privacy security,
they still face certain limitations in optimizing computational
and communication overhead.

Building upon this foundation, this paper proposes a cloud-
assisted multi-party private set intersection protocol based on
cloud-assisted technology and the OKVS scheme, denoted as

g . The protocol employs random additional data that can
acquire key-value pairs as its core encoding mechanism,
utilizing pseudorandom functions and hash functions to
generate pseudo-random values that conceal genuine element
information. By encoding the collection of random key-value



pairs into an OKVS structure, it achieves secure and efficient
data transmission and computation. The protocol then
designed an asymmetric interaction process, thereby avoiding
direct interaction between the participating parties. Each party
completes data preparation locally. Communication between
participants involves only the transmission of a
pseudorandom number, processed by a pseudorandom
number generator, from the central node to each other
participant. This prevents potential privacy leaks during
interactions. Finally, the cloud server receives this processed
data. The protocol will determine that the intersection
calculation task should be outsourced to the cloud server. By
executing the specified computational tasks, the cloud server
completes the intersection determination. In the absence of
any additional data, the protocol ensures that all participating
parties can fairly obtain the result.

2. Relevant technology

2.1. Pseudorandom function

Pseudorandom function(PRF)[8] is a deterministic
function, Let F:K x A — B denote a family of functions, K
be the key space, 4 and B be the input and output spaces
respectively. There exists a function

F.:{0,1}" x{0,1}" — {0,1}" ,that is b < F(k,a) ,where k
denotes the key, and a,b denotes the input and the output.
PRFs exhibit determinism, meaning that they produce the

same output given the same key and input, as well as
unpredictability and computational indistinguishability.

2.2. Hash Function

A Hash Function[9] takes input data as parameters and,
through a series of complex algorithms, converts it into a
binary string of a specific length, which can be represented as

H:{0,1}" > {0,1}* , & denotes the output length. Hash

functions are one-way, meaning it is impossible to deduce the
original input data from the hash value. This property enables
hash functions to be utilised in cryptography. Moreover, hash
functions are deterministic, meaning that for any given input,
the same input always produces the same output. Furthermore,
hash functions exhibit computational collision resistance,
such that it is computationally infeasible to find two distinct
inputs that produce the same hash value.

2.3. Pseudorandom Generatorv

Pseudorandom Generator (PRG)[10]is one of the
fundamental components of modern cryptography and an
efficient algorithm. A pseudorandom generator is a
deterministic polynomial-time algorithm that takes a string as
input and outputs a string. Transforming its outputs statistical
randomness into computational security, a secure
pseudorandom generator must satisfy the condition that,
when faced with an attacker performing computations within
probabilistic polynomial time, the generators output is
computationally indistinguishable from a genuinely random
string of equal length. Pseudorandom generators serve to
provide the requisite randomness support for diverse
cryptographic protocols. The random sequences they generate
exhibit robust unpredictability and pseudorandom
characteristics, playing a pivotal role in preventing
information leakage and resisting potential attacks. They
thereby furnish crucial safeguards for the overall security of
cryptographic algorithms. The fundamental functions of a

pseudorandom generator are as follows.

Input a random seed seed € X , where G: X —>Y
denotes a pseudorandom generator capable of producing a
long random number G(seed) €Y . For any adversary A
computable in polynomial time, it cannot readily distinguish
between a random value x’ of equal length and the output
G(seed) of the pseudorandom generator, i.e.,

| Pr[A(G(seed)) = 1]-Pr{A(x") = 1] |< negl() (1)

where negl(-) is a function which the probability of success
is negligible.

2.4. Oblivious key-value store

Oblivious key-value store (OKVS)[11]is a compact and
secure data structure designed for efficiently representing and
maintaining correct mappings between keys and their
corresponding values. It features low communication
overhead, a compact structure, and the ability to conceal keys.
Primarily composed of encoding and decoding algorithms, it
serves as a data structure for storing collection elements,
described as follows:

Parameters: key set K =(k,k,,....k,) , value set
V=,v,,...v,)

Encoding algorithm Encode(K,V") ; Input a set of key-

value pairs with mapping relationships {(k;,V,),
w.o(k,,v,)}eKxV | output the data structure
X <« Encode(K,V").

Decoding algorithm Decode(X ,k) ; Given the data
structure X' and a query key ki , output the corresponding
value v, .ifk; € K , then v, = Decode(X ,k;) e V.

Many efficient OKVS schemes possess linear
homomorphism. Suppose X, and X, are the data structures

encoded from two sets of key-value pairs. Then the decoding
result  satisfiess Decode(X, ® X,,k)=Decode(X,,k)®

Decode(X,,k) ,where X, ® X, . This property allows the

protocol to more easily extend from two parties to multiple
parties. Multiple participants can independently or
collaboratively perform linear operations on the same OKVS
structure, ultimately completing complex multi-party secure
computations.  Moreover, by  shifting  substantial
computations to the preprocessing stage or employing
efficient linear operations to replace complex cryptographic
operations, the number of communication rounds and
computational latency during the online phase of the protocol
can be significantly reduced.

3. Protocol Design
3.1. System Model

This chapter constructs a multi-party private set
intersection protocol model assisted by a cloud server. The
protocol involves m participants and a single cloud server.
Each participant holds a private set, and the protocol aims to
compute the intersection of all m sets without revealing any
participant’s set contents. The cloud server possesses
substantial computational and storage capabilities and assists
in executing the computationally intensive tasks of the



protocol, while it cannot access any participant’s raw data.
Regarding the security model, the protocol is designed and
analyzed under the semi-honest model, where all entities
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strictly follow the protocol but may attempt to infer additional
information.
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Figure 1. Protocol System Model Diagram

3.2. Design Approach

The protocol design transforms the set intersection problem
into performing specific operations and result verification on
the blinded data structures processed between participants

P,i=12,.,m—1 and participant P, . Communication
among participants is limited to the central node P,
transmitting the data G, , which has been processed by a
pseudorandom generator, to the ordinary participants
P,i=1,2,..,m~—1.The cloud server can only access the data
structures X,,i =1,2,...,m —1and G, generated by the OKVS

encoding scheme, whose security ensures that the server
cannot infer any information about the key-value pairs

contained in the set K,,i=1,2,...,m that forms these
structures.
First, the protocol has the central participant P, processes

the elements in its set S, using a pseudorandom function
F.:{0,1}" —{0,1}" and a collision-resistant hash function
H:{0,1} —{0,1}* ,
F,(s!") and V"

(m) (m) (m)
5", 85",

generating pseudorandom values
- (m) :
= H(s;"") . The values corresponding to

are then formed into the key-value pair set

K, ={0" F (")), 04" F (), 0 F (57D
which is used for OKVS encoding computation, resulting in
X, < Encode{K,} .

Next, P, generates m —1 random values 7, < {O,I}K for
EB,P,..,P,_ and computes PRG(;)=G,,i=12,..,
well as G.=X, @G @G, ®..®G,, . It sends the

computation result G,

m—1,as

to the cloud server C , and sends
G.G,,...G,, to P,P,...,P,_, .Upon receiving G, , each

m

Pi=12,.,m—1 computes y', = Decode(G,,v'") with the
randomized values v =H (s(')) of all elements in its set S, .
It then forms the
K={0",7).08, ).

@ L0

results corresponding to s,”,s,",.

key-value pair set
L(",3)} from the computation

5%, performs OKVS

’ n

encoding computation to obtain X, <— Encode{K,},
s;i’ €S, j=L2,..,

where,

n, and sends X, to the cloud server C.
X, ,, the cloud

N inthe

Finally, after receiving G, and X,, X, ...,
server C computes for all elements sﬁ.N), j=L2,..,

set Sy :

E (S;N)) = Decode(X,, H (sﬁN ")) ® Decode(X,, H (S;N) ) @...® Decode(X,, |, H (s;N) )

®Decode(G., H(s\"))® F,(s") , if s is an
intersection element, then s(/.N)

H(s\")=H (s{")=v?". Since the K, used to generate X, via

exists within the set S, and

Decode(X,,H(s\")), the result y', = Decode(G,, ") —i.c.,
Decode(G,,H(s\")) is  obtained.  If H(s\")=
H(s?)=.=H(s"") and all exist within S,,S,,....S,, ,

then according to the homomorphic properties of OKVS, the

H(s'")) ® Decode(G,.,H(s\"))

m—-1’

2)

encodin contains  (v,»") , when computin
£ 5.3 putne following holds:
Decode(G,,H(s'"")) ® Decode(G,,H(s'")) ®...® Decode(G,
= Decode(G, © G,,...,.G, | ® GC,H(S;N)))
Since G.=X,@G DG,D..9G,, , after these

operations, it is only necessary to determine the result of
Decode(X,,,H(s\")) If H(s")=H(s!")=\"" , because
the K, used the entry
(", F(s"")) , the result of Decode(X,,H(s"")) will be

m

F, (sj.'")) . Clearly, H(s;N))=H(s;.’)),z =12,...,m

to encode X, contains

, indicating

that st) is an intersection element. The cloud server

aggregates all elements satisfying this condition into the
intersection /[ and distributes it to all participating parties

Pi=12,..,m
3.3. Specific Scheme
Parameters: 7 participants B, P,,...,P,...,P,_,P , each

holding a private set S,i=1,2,...,m of size n ; a keyed



pseudorandom function F,:{0,1}" — {0,1}' ; a collision-
resistant hash function H:{0,1}" — {0,1}"; a pseudorandom
generator PRG(-) ; and a security parameter & .

Input: P,i=12,...m with private sets
_ _{S(t) (t) ) S(t‘)}_
Output: 7=S,NS,N...NS,,.
(1). Data Processing Phase
@ P, computes the pseudorandom value F,((S;'")) and

(m) (m) (m)

m _
v; 385" s S

=H(s!") forall elements s
It then forms key-value pairs (vE."”,Fk (s;.'"))) and aggregates

all such pairs from S, into a

K, =0 F (5™ ), 04" F (58)),

key-value set

(R ACHES)

2 Tk
which is then encoded wusing OKVS to obtain
X, <« Encode{K, } .
®) P generates m—1 random values

r<«{01}",i=12,.,m-1, computes PRG(r;)=G,, and

E(s\") = Decode(X,,H(s\")) ® Decode(X,,H(s|")) ® ... ® Decode(X,

Decode(G,,H (s!")) ® F(s\")) . If the result of the

(N)

computation is 0, then the element s;”" is a part of the

intersection. The cloud server aggregates all elements
satisfying this condition into the intersection /[ and
distributes it to all participating parties P,i=1,2,...,m

4. Protocol Analysis

4.1. Correctness Analysis

Theorem 1: The protocol can be securely implemented in
the presence of a semi-honest adversary.
Proof: Correctness. According to the protocol flow, the

central participant P,

m

computes F,(s") and V" for

(M) (M)

eachelementintheset S = {s sy S} It then forms

the corresponding key-value pair (v(’”) F (s;”'))) for the

same element, collects the 7 key-value pairs into a key-
value set K, ,and performs OKVS encoding on this set to

m

obtain the structure X, . Subsequently, P, generates

random values 7#,7%,,...,7, , fortheother m —1 participants,
uses a  pseudorandom  generator to  compute

G, = PRG(r,),i =1,2,....,m—1, and distributes each G, to the

inset S, ..

sends G, to P(@=L2,.,m-1) .
G.=X,9G DG,®..DG,_, and sends G, and sends
C.

(3®Upon receiving G ,each P,i=12,..

It then computes

..m—1 computes

@) ) ()

the hash value v\’ = H(s") forall elements s”,s.",...,s

in set S, . Using v‘ , it computes yj :Decode(Gi,v;i)),

(i)

forms key-value pairs (v;’, y;) , and aggregates all such pairs

from S. into a key-value set

K={0", )0, 90),....(v", ¥ )} . This set is then encoded
using OKVS to obtain X, <— Encode{K,}, where s e,
=1,2,...,n

(2). Intersection Phase
After receiving G. and X,,i=L2,...m-1,

. Finally, X, is sent to the cloud server C.

i

the cloud
server C computes for each element s;N ) j=12,.,N in

the set S, :

HEY)®

m—1?

corresponding participant P,i=1,2,...,m—1 . Finally, P,
computes G. =X, DG DG, ® .. @G, and sends it to
the  cloud P,i=12,..,m-1

(l) H(S(l))

server. calculates

then computes yj. :Decode(Gi,v;i)) , an

(i)

forms a key-value pair (v , y;) from the result of each

element. P then collects the key-value pairs formed from its

i

set elements into a key-value set K, , performs OKVS

i

encoding to obtain X, <— Encode{K,}, and sends X, to the

cloud server.
Based on the security and determinism properties of OKVS,

when the cloud server uses the same data H (sj.N’), S;N) esS,

to decode all received OKVS structures X, X,,..., X, and

G, , if this data was an element in the key set during encoding,
the corresponding value paired with that key in the key-value
pair can be decoded. Furthermore, if the element s;N) el,

ie., sj.N) €S,i=12,..,

the computational procedures required in the cloud server’s
processing phase are shown in the following formula:

m , Then, according to the protocol,

E(s\")) = Decode(X,,H(s\")) ® Decode(X,,H(s")) ®...® Decode(X,_,,H(s'")) ® Decode(G,.,H(s\"))

= Decode(G,,H(s\")) ® Decode(G,, H(s"")) ®...® Decode(G,

= Decode(G, ® G,,...,.G, _,
= Decode(G, ® G,, ...,

= Decode(X,,H (sb(/.N) )
£ )

@G, H(s™))

If S;N) ¢ I , meaning that the element is not in the set of a

certain participant, then when that participant encodes

m

,H(s\")) ® Decode(G,.,H(s\"))

m-1

G, ®X,®G®G,..0G,  His™)

we have (v(') yj.)eKl. , where

Decode(X,,H (s\"))

X, < Encode{K,} ,

v = H(s'"") . Therefore, cannot



compute Decode(G,,v\") , and in subsequent operations, it

is impossible to decode F, (s\") .

From the above, it can be concluded that the protocol can
be correctly implemented.

4.2. Security Analysis

For the convenience of the proof, this paper divides the
participating entities of the protocol into: the collusion set
P. e{P P (1 < |PC| <m—1) , the set of other

12729

participants P, = {PI,PZ, P } — P, and the cloud serve C.

Under the semi-honest participant model, protocol
participants will follow the established protocol flow. The
following proves that the simulated view obtained according
to the protocol process in the ideal model is indistinguishable
from the real protocol view.

(1) The simulator generates the view Sim.t, for a collusion

set P, e{P P,

PSI

m},(1<|PC|<m—l) that does not

19429
contain P, :

The simulator executes the
} SlmPS[

is not updated at this stage. Simulating P,i=1,2,...,m—1

Data Processing Phase:
protocol. Since P, is not partof F, € {PI,PZ,

m

After receiving G, , they compute Decode(G,,v") using

i

the random value v =H (S(')) for each element in their

ownset S,. The result yj = Decode(Gi,v;.’)) obtained from
the calculation for each element obtained from the calculation
for each element v\’ to form a key-value pair (v\",y!). All
)
are collected into a set K, , which is then OKVS encoding to
X, < Encode{K}

key-value pairs for the elements (v, y!),(V"", ), ...

produce the result , sVeS

Jj=12,..,n . Consequently, Sim5(S,,G. v,y X))

updated.
Intersection Phase: P does not participate, therefore
Simy%_,, is not updated.

The security of the pseudorandom generator guarantees
that G, is computationally indistinguishable; v;i) is arandom
value generated by participants using a hash function, thus
v;i) and the key-value pair set are computationally
indistinguishable to other participants and the cloud server;
X, is the result of OKVS encoding the key-value pair set,

and the security of v\ and Decode(G,,v")is guaranteed
by the OKVS protocol; X, is

indistinguishable. Furthermore, since P, ¢ P. , at most

m

computationally

m—1 participants in F. possess a given element, making
it impossible to determine whether another participants set

contains that element. Therefore, Sim;, and Viewy, are
computationally indistinguishable.
(2) The simulator generates Sim,:, for P, = {Pm} ;

Data Processing Phase: The simulator simulates P,
according to the protocol, computing for each element

s(.”’) €S, ,j=12..n the pseudorandom value F, (s(.”’))

and the random value v , forming the key-value pair

(v; ™ F, (s('"))) All such key-value pairs are collected into the
set K, ={0" ("), (A (58 ), 017 F (™))}
which is then OKVS encoding to obtain X, <— Encode{K,} .
Subsequently, random values are generated for the other
m—1 participants, and G, =PRG(r,),i=12,..m—1 is
computed, which are distributedto 7, P,,..., P, . Finally, the
simulator emulates P, in computingG. =X, K @G © G, ®
..®G,, and sends it to the cloud server. Update
Simpy (S, F (s ", X, G, G.)

Intersection Phase: P, does not participate in the

reconstructlon SO Slm <

s 18 not updated.

Since the simulator, while emulating P, , does not

participate in the computations of other users, Sim’ and

PSI

Viewy:, are indistinguishable.

(3)The simulator generates Sim., for the colluding set

PSI
P. (1< |PC| <m—1) containing P,.
Data Processing Phase: The simulator emulates P, by

computing for each element in the set S, the pseudorandom

m

value F; (s(.’”’) and the random value v(m) , forming the key-

value pair (W, F, (s")),s"" €S,,j=12,.,n . All key-
value pairs are aggregated into the set K, ={(v/",F, (s\")),
W F (s)),..., (" F (s™))} , which is then OKVS-
encoded to obtain X, < Encode{K, } . Then, for the other
m—1 participants, the simulator computes G, = PRG(7;)
and G,=PRG() ,

participants P and the other honest participants B ,

distributing them to the colluding

respectively, where P € P., F € P, . Next, the simulator
emulates P in computing
G.=X,9G, DG, ®D..0G, , and sends it to the cloud
server. The simulator also emulates each colluding participant

they compute Decode(G,,v'")
=H(s\),s" €S, for each
element in their own set S, . The

y}, = Decode(G,,v") for each clement s’

P : upon receiving G, ,
using the random value v
result
€S, is paired

: : o)
with the corresponding v;

0" . All such

to form the key-value pair
key-value pairs
), 087, 95),..., (v, ') are aggregated into the set K,
which is then OKVS-encoded to yield X, <— Encode{K,},
sV es, ; j=12,..,n Update
SszS,(Sl.,Sm,F(s("”) v('") X,.G.G,G,. v(’) X)).
Intersection Phase: P, and P, do not participate in the

reconstruction, so Sim'<, is not updated.

PSI



Based on the simulation results from (1) and (2), it is
E((s;’”)),y(/””,X Gi,GI,GC,v;’),X,. are

m?2

proven that:
computationally indistinguishable. Although the simulator
possesses the participants G, values, the colluding set

satisfies |P.|<m—1 , preventing the simulator from
accurately computing the intersection elements. Therefore,

. P . Pe . .. .
Sim,$, and View,g, are indistinguishable.

(4) The simulator generates Sim,,, for the cloud server
C:
Data Processing Phase: The cloud server C does not

C

g 1S not updated.

participate, so Sim
Intersection Phase: The simulator emulates the protocol
execution. It receives G, and X,,i=12,.,m-1, and

computes

E(s,) = Decode(X,,H(s,)) ® Decode(X,,H(s,))®...® Decode(X,,_,,H(s,))

®Decode(G.,H(sy)) . If E(s,)=F,(s,),the element is
added to the Then,
Simyy, py (Gey X, E(sy),1,,) is updated.

Since the cloud server C receives G. and X, , and

i

intersection  set 1

m

based on the security properties of OKVS and the

pseudorandom generator, G, and X, are indistinguishable.

Furthermore, the computation process relies solely on OKVS
decoding and XOR operations, ensuring that the cloud server

C gains no information about the private data. Therefore,
. C . C
Sim,, and View,,,

(5)The simulator generates the simulation for the cloud

server C colluding with m-1 participants, denoted as
SimSg' :

Case 1: P, ¢ F,.
Data Processing Phase: The

are indistinguishable.

simulator emulates

participants P,i=12,...m—1 according to the protocol.
For each element in their own set S, using the random value
v = H(s"), they perform the calculation Decode(G,,v\").
The result y’/ = Decode(GI.,vb(/.”) obtained for each element

Sj,i) €S, is then paired with the corresponding V(/.i) to forma

key-value pair (v;” , y’/) . All key-value pairs for the elements

29,080, 98), .., (v, ") are collected into a set K,
which is then OKVS encoding to produce the result

X, < Encode{K } , s\ €S, ; j=1,2,..,n . Consequently,

Simypg" (S,,G,, v\, y!, X,) is updated.

Intersection Phase: The simulator emulates the protocol
execution. It receives G, and X,,i=12,.,m-1, and
computes

E(s,) = Decode(X,,H(s,)) ® Decode(X,,H(s,))®...® Decode(X,,_,,H(s,))

®Decode(G,.,H(s,)) If E(s,)=F,(sy), the element
is stored in the set 7, .
Update Simpg" (S,,G VW, v, X,,Ge, E(sy),1,) .
Proof based on the simulation results from (1) and (4):

G.,v;i),y;,Xl.,GC,E(sN) are

i

computationally

indistinguishable. Furthermore, the computation process is
based solely on OKVS decoding and XOR operations,
ensuring that the cloud server C gains no information.

CUFR: . CUR- T .
b ¢ and View,g ¢ are indistinguishable.

Case2: P e F.
Data Processing Phase: The simulator emulates participant

Therefore, Sim

P, by computing the pseudorandom value F, (S;.'"’) and the

random value v;.'") for each element in the set S, forming

m>

key-value pairs (v‘(,.'”),l'ﬁk(sj.m’)),s;"’) eS ,j=12,..n . Al

m

key-value  pairs are aggregated into the set
K, =0 F ™), 047 F (), 007 BT
which is then OKVS encoding to  obtain
X, < Encode{K,} . Subsequently, for the other m—1

m

participants, the simulator computes G, = PRG(r;) and
G, = PRG(;) , distributing them to the colluding participant

P and other participants P, respectively, where P € F.,
PeP,.

Then, the simulator emulates P, in
G.=X,@G DG ®..9G, , and sends it to the cloud

server. The simulator also emulates each colluding participant
P : upon receiving G, , they use the random value

calculating

v =H(s"),s" €S, for each clement in their own set S,

to  compute Decode(G,,v\") . The  result

@)

y’/ = Decode(G,.,vﬁ.i)) for each element s;” €S, is paired

with the corresponding V"

7" to form a key-value pair

(', ¥)). All key-value pairs (v, 1), 34),..., 07, 31)

are aggregated into a set K, , which is then OKVS encoding
to produce the result X, < Encode{K} , s\'€S, ;
j=L2,..,n.
Update
Simpg" (S,,S,, F (s") V", X,,G,,G,,G., W, X))
Intersection Phase: The simulator emulates the protocol
execution, receiving G, and X,,i=12,..m-1, and
calculates

E(s,) = Decode(X,,H(s,)) @ Decode(X,,H(s,))®...® Decode(X,, ,,H(s)))

@Decode(G.,H(s,)) . If E(s,)=F,(sy), the element is

stored in the set /.

Update
Simgg" (S,,S,,, F, (s" )™, X

m?

G[.,G,,Gc,vj.i),Xi,E(sN),Im)



Based on the simulation results from (3) and (4):
F (s, X,,G,G,G. v\, X, E(sy) are
computationally indistinguishable. Moreover, the cloud
servers computation process upon receiving G, and X,
involves only OKVS decoding and XOR operations. Based
on the security properties of OKVS, the cloud server gains no

information. Although the simulator possesses the
participants G, values, the colluding set satisfies
|P.|<m—1, preventing the simulator from accurately

CUF:

computing the intersection elements. Therefore, Sim,g

. C| .
and ViewS '

g _ are indistinguishable.

From the above, it can be concluded that the protocol can
be securely implemented in the presence of a semi-honest
adversary.

5. Performance Analysis

5.1. Theoretical Performance Analysis

To better evaluate the performance of the protocol, this
section analyzes its efficiency from three perspectives: the
number of communication rounds, communication
complexity, and computational complexity.

Communication Rounds: During the data processing phase,

P locally computes over its elements and performs OKVS

encoding to obtain X, . It then uses a pseudorandom generator
to generate random values for the other m —1 participants,
ie., G, = PRG(1,) , and computes
G.=X,9G, DG,®D..9G,,, P, sendsG, to the cloud

n=12 m
server C and sends G, to P,i=L2,..m—-1 , which
constitutes one round of parallel communication among these
entities. P,i =1,2,...,m —1 locally computes over its own set
elements according to the protocol and performs OKVS
encoding, then sends the encoded structure X, to the cloud
server, resulting in one round of communication. Finally, the
cloud server computes the intersection according to the
protocol and returns the result to the participants in one
additional round of communication. In total, the protocol

involves three communication rounds: one round between P, ,
Pi=12,.,m-1

P,i=12,..,m—1and C; and one round between the cloud

and C ; one round between
server Cand P, .

Communication Complexity: P, locally computes over its
elements and performs OKVS encoding to obtain X, ,
incurring a communication cost of O(7) . It then generates
G, = PRG(7;) for the other m —1 participants and computes
G. =X, G, DG, D..DG, . Participant P, sends G, to
the cloud server C , and sends each G, to
P,i=12,.,m—1 transmitting a total of 7 data items.
Hence, the total communication cost of P, is O(n) . The
communication cost between each P,7 =1,2,...,m —1 and the
cloud server C is O(1) .Each P,i=12,...m—1 locally
computes over its set elements and performs OKVS encoding,

with communication complexity O(n) . It then sends the

encoded structure X, to the cloud server C , resulting in

i

communication complexity O(n) per participant. The total
communication complexity of the cloud server C is
O((m —1)n) Finally, the cloud server returns the intersection
result. Since the size of the intersection is at most 7 the
communication complexity of C in this step is O(#) . In
summary, the total communication complexity of P, is O(2n) ;
the total communication complexity of  each
P,i=12,.,m-1 is OQ@n+1) ; and the total
communication complexity of the cloud server C is
O(mn+1) .

Computational Complexity: P, applies the pseudorandom
function F,:{0,1}" —{0,1}' and the
H:{0,1} = {0,1}* , each ordinary participant locally

F, (Sj.'")) and

hash function

computes the pseudorandom values

vj,"’) = H(S;.'")) , S(,.'") €S, . j=L2,.,n fornelements in its
set, resulting in a computational cost of OQ2n) ;

. . (o)
Subsequently, the 7 pairs of corresponding values v;" and

Fk(S;m)) are constructed into key—value pairs, and the

resulting set of 7 key—value pairs is encoded using OKVS,
leading to a total computational cost of O(n) . Next, the

central participant P, generates m —1 random values and
G, =PRG(;)) to
followed by

computing the corresponding values, leading to a total
computational costof O(2m —2), Then, P,i=1,2,...,m—1

employs a pseudorandom generator
G. =X, 0G DG, D..0GC

m-1

produce

computes the hash values vj.[) for the 7 elements in S,,and

computes Decode(G,,v\") for 7  times, with a

computational cost of O(2n) , After that, the set consisting of
n roups of key—value pairs is encoded via OKVS, which also
requires O(n) computational cost. Finally, the cloud server
performs M  decoding operations and 2m—2 XOR
operations for each element, resulting in a total computational
cost of O(2mN) . In summary, the total computational cost of
the central participant P, is OQ@n+2m—2) ; the total
computational cost of the ordinary participant
P@i=12,..,m-1) is O(3n); and the total computational
cost of the cloud server is O((3m —2)N) .

Due to differences in functional objectives and design
priorities O((m —1)n*) O((m —1)n’) among various protocols,
discrepancies in their system architectures are inevitable,
which makes rigorous and fair comparisons across protocols
challenging. Therefore, this section focuses on multi-party
PSI schemes under a cloud-assisted architecture. The
theoretical efficiency comparisons of the ordinary
participants, the central participant, and the cloud server are
summarized in Table X. In the Table 1, let 7 denote the
number of participants, 7 denote the set size of each
participant, k denote the number of hash functions, A denote
the security parameter of the Paillier public-key cryptosystem,
and € denote the Boolean value in the protocol.



Table 1. Comparison of communication efficiency among ordinary participants, central participants, and cloud servers

brotocat Communication Complexity Computational Complexity
Central Party Ordinary Party Cloud Central Party Ordinary Party Cloud
51 | O((m+Dnd+n) | OmA+n) | OCmnA+n) | O((2m+1)n’ +mn+3n) | O@® +3n) | O((n+2)mn)
[6] O((e +D)n) O(en) O((m+1)en) OQ2mn+3n) O@Gn+1) O((m—1n*)
[71 Om+n+1) OQ@2n+1) O(mn + n) O((k+Dn+m) OQkn+n) O(mn +n)
Ours O(2n) O@n+1) O(mn+1) O@Bn+2m-2) O(3n) O((3m—2)N)

5.2. Experimental Analysis

This section analyzes the performance of the proposed
protocol through simulation experiments. The experimental
environment is as follows: Ubuntu 22.04 LTS, a 4-core 1.00
GHz Intel(R) Core(TM) i15-1035G1 CPU, 3 GB of RAM, and
implementation in C++. To evaluate the impact of the number
of elements in each set on protocol efficiency, the set size is

configured as n={10°,10*,10°,10°} , and the number of

participants is set to m=10 . For each parameter
combination, the experiment is independently executed 10
times, and the average result is reported to mitigate random
fluctuations. To provide a clearer comparison of efficiency,
the total running time of the proposed protocol Il is
compared with that of related protocols, as shown in the
Figure 2.

] ™ Protocol[5]
10°7y o Protocol[6]
—#A— Protocol[7]

—v— Ours

1074

running time (s)

103 10*

10° 10°

set size (n)

Figure 2. The impact of Dataset Size on Protocol Running Time

From the experimental results illustrated in the figure, the
proposed protocol I, demonstrates consistently stable and

satisfactory performance across different set sizes. Its running
time increases with the growth of the data scale, but the
overall trend remains gradual. For smaller data sets, the

protocol IT,g, incurs low overhead and minimal baseline

costs, while for larger data sets, the running time remains
relatively low. As the set size increases, the time cost of all
schemes generally grows linearly; however, under identical
set sizes, the proposed protocol consistently exhibits lower
running time compared to other schemes. Overall, the
protocol achieves a certain degree of optimization in time
efficiency, mitigating the impact of expanding set sizes on
computational overhead.

6. Summary

This paper addresses the need to balance privacy protection

and computational efficiency in multi-party collaborative data
analysis by proposing a cloud-assisted multi-party private set
intersection protocol. Under the semi-honest security model,
the protocol introduces a cloud server to assist computation
and, through participant division of labor and protocol
workflow design, reduces local computation and
communication overhead. In the protocol design, each
participant employs keyed pseudorandom functions and hash
functions to randomize set elements, and encodes them using
an OKVS structure, so that the cloud server can perform only
judgment operations based on the encoded results. The cloud
server performs unified computations over the structures
transmitted by multiple participants, and an element is
included in the final intersection only if it meets the protocol-
defined judgment conditions, ensuring correctness and
consistency. Under the semi-honest adversary model, the
protocol effectively prevents participants from inferring any
additional information through protocol interactions.
Although the proposed protocol balances privacy and



efficiency under the semi-honest model, certain limitations
remain. Future work may focus on optimizing data processing,
reducing encoding redundancy and communication costs, and
improving practical applicability. Moreover, the protocol’s
functionality can be extended to suit specific application
scenarios.
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